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Abstract—The paper develops a valuation network for sequen-
tial assessment of threat under epistemic uncertainty based on
theoretical foundations and semantics of imprecise probability
theory. The valuations are expressed as credal sets defined by co-
herent probability intervals on singletons. The combination rule
is the generalized Bayes rule introduced by Walley. The model
of a single-target threat is based on the classical ‘“‘capability-
intent” paradigm in an air surveillance context. Numerical results
illustrate the performance of developed credal valuation network
(with imprecise probabilities) against the valuation network with
precise probabilistic models.

I. INTRODUCTION

Classical information theory [1] deals with communication
and storage of information. In the modern world, with the
volumes of data growing at unprecedented levels, the focus
of information theory has shifted to machine intelligence,
and in particular, to automated systems for reasoning and
decision making. A reasoning system must be able to com-
bine the information coming from different sources and the
available knowledge-base, in order to extract those parts that
are relevant to specific questions. Knowledge and data appear
in many different forms, such as statistical models, physical
measurements, human declarations, images, video clips, con-
textual information, domain knowledge. If the knowledge-base
and data are certain, we use logic for reasoning. Typically,
however, data is affected by some level of uncertainty [2].
Therefore, the first requirement for reliable machine reasoning
is a mathematical formulation of a trustworthy quantitative
model of uncertain information. The second requirement is that
the combination and extraction of desired information must
obey certain rules of “coherence” [3]. The rules are natural:
1. The result of combining two pieces of information must be
information; 2. The result of extracting a piece of information
must be information; 3. The combination process must not add
information that is not contained in the pieces of information
being combined; 4. The result of the combination of two or
more pieces of information must be independent of the order
in which they are combined; 5. Extracting the information of
interest after combining two pieces of information must be
equivalent to extracting the information of interest from each
piece of information separately followed by the combination of
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the resulting information. A system that satisfies the aforemen-

tioned rules is referred to as an algebraic system. The algebra
of information [3] is an algebraic system made up of infor-

mation. A particular type of information algebra is called the
valuation algebra, where by valuation we refer to a quantified
representation of an uncertain piece of information. The rules
(axioms) of valuation algebra are satisfied in practically all
frameworks of uncertainty modeling, e.g. probability theory
[3], possibility theory [4], Dempster-Shafer theory [3] and
imprecise probability theory [5], leading to the development
and application of the corresponding valuation networks [4],
[61-[9].

This paper develops a credal valuation network (CVN) [5]
for sequential assessment of threat under epistemic uncertainty
based on theoretical foundations and semantics of imprecise
probability theory. This machine reasoning system is devel-
oped to support decision making by human operators. The
valuations in CVN are expressed as credal sets defined by
coherent probability intervals on singletons, while the combi-
nation rule is the generalized Bayes rule introduced by Walley
[10]. The model of threat for a single target is proposed based
on the classical “capability-intent” paradigm. The developed
CVN for ongoing threat assessment is demonstrated using a
temporal sequence of inputs from surveillance sensors. Numer-
ical results are compared against the corresponding valuation
network which is using the precise values of probabilities
(rather in intervals). We point out that imprecise probabilities
have have been used earlier in a somewhat similar context
of supporting military decisions [11], by application of credal
networks, that is, Bayesian networks whose parameters have
the freedom to vary in convex sets. Note that credal networks
represent a special case of a CVNs [5, Appendix A].

The paper is organised as follows. Sec. II presents a brief
review of credal valuation networks. Sec. III describes the pro-
posed valuation network for a single-target threat assessment,
consisting of 11 binary variables and 12 valuations which
codify the (local) relationships among the subsets of variables.
Numerical results obtained using a temporal sequence of
incoming information are presented in Sec. V, followed by
conclusions of the study in Sec. VI.



II. A BRIEF REVIEW OF CREDAL VALUATION NETWORKS
A. Valuation networks (VNs)

Valuation network (a.k.a. valuation based system) was intro-
duced by Shenoy [12] as a general framework for knowledge
representation and reasoning under uncertainty in expert sys-
tems. Practical problems are modeled in this framework by
a network of interrelated entities, called variables. Let V be
the set of all variables in the network. Each variable can take
values in a discrete-state space, called the frame. The frame
of variable X € V is denoted Ox.

The (uncertain) relationships between variables are rep-
resented by the functions called valuations. Let the set of
all valuations in a network be denoted by ®. A valuation
¢ € P specifies the relationship between a subset of variables,
referred to as its domain d(y) C V. Mapping d : ® — 2V
is referred to as the labeling operation. In order to explain
how the specification of a valuation ¢ € & is expressed
mathematically, let us introduce the notion of a frame (sample
space) of a set of variables (domain) D = d(¢). This frame,
denoted ©p, represents a set of possible configurations of
D. Suppose the frame of variable X € D is ©x. Then, the
frame of D is given by ©p 2 x{®x : X € D}, where
x denotes the Cartesian product. A valuation ¢ specifies the
relationship between the variables in D = d(y) by assigning
beliefs, expressed as numerical values, to the elements of the
frame of Op.

A graphical representation of a valuation network is a hyper-
graph, where variables are nodes, while valuations are edges
that join any number of nodes. This graphical representation
codifies the domain knowledge and input (measured) data for
automated reasoning about the problem.

There are two basic operations with valuations.

o Combination ®. If ¢1, s € ® are two valuations, then
the combined valuation ¢ ® - represents the aggregated
knowledge from ¢ and .

o Marginalization |. If ¢ € ® and C C d(), then
the marginalized valuation +€ represents the knowledge
obtained by focusing ¢ from d(y) to C.

Given a finite set of valuations ® = {1, ..., ¥, }, inference
refers to marginalization (focusing) of all available knowledge,
expressed by the joint valuation P = p; ® --- ® ,, to a
subset of variables D° C 'V, called decision variables.

A straightforward approach to inference would be to com-
pute the joint valuation ®® first, followed by its marginal-
isation to D?°. Unfortunately, this would be cumbersome
in practice, even for a small scale valuation network. The
computational load grows because the domain size increases
with each combination, whereas the complexity grows expo-
nentially with the domain size. By imposing certain axioms for
combination, marginalization and labeling operations [13]-
[15], however, it is possible to compute the marginal (2®)+P”
on local domains, without the need to explicitly compute the
joint valuation. The list of axioms was given in Introduction
[3]. The concept of local computations is carried out by the
fusion algorithm, which eliminates sequentially all variables

X € V\ D, which are of no interest to the inference problem
[71, (8], [14].

The fusion algorithm is applied over a structure called the
binary joint tree (BJT), where all combinations are carried
on pairs of valuations, that is on a binary basis (two-by-
two). Finally, marginals are computed by means of a message-
passing scheme among the nodes of the BJT. Full details of
software implementation of a generic valuation network can
be found in [7], [8], [14].

The concept of valuation algebra is very general with some
of the best known instantaniations listed next: (1) In the
context of probability theory, valuations are expressed by
probability mass functions (PMFs), where the combination
rule is a point-wise multiplication (with normalisation carried
out by summation) [3]; (2) In the context of possibility theory,
valuations are possibility functions, while the combination
operator is a point-wise multiplication with normalisation by
the maximum operation [4]; (3) Valuations are belief functions
in the context of evidence theory, with Dempster’s rule as the
combination operation [16]. In this paper we will adopt the
theoretical foundations and semantics of imprecise probability
theory and represent valuations as a special class of credal
sets, defined by probability intervals on singletons [5], [17]-
[19]. The corresponding valuation network is referred to as
the credal valuation network.

B. Credal valuation networks

In this paper, we assume that the possibility space (frame)
of all the variables is discrete. A credal set is then a closed
convex set of PMFs. Consider a valuation with domain d(y) =
D C V, whose frame is ©p. The totally uninformative credal
set on Op, referred to as the vacuous credal set, contains all
possible PMFs on ©p and is defined as:

[©p|
PP = {p:p(mi) >0,i=1,...,|0p], and Zp(aci) = 1}.

i=1
ey
Any other (more informative) credal set over ©p can be
defined by imposing additional constraints to PP. The most
informative credal set is the one that contains a single (precise)
PME. The case where all valuations in the network are precise
is treated as the valuation algebra of PMFs, mentioned earlier
[3].
We consider valuations expressed as a credal set defined by
probability intervals on singletons, i.e.

KP ={pepPP :p, < p(wi) <p,i=1,...,0pl}.

The choice of probability intervals on singletons in (2) is not
arbitrary. First, in order to avoid that KD defined by (2) is
empty, the following condition must be satisfied [18]:

[©p] [©p]

> p, <1< B, 3)
=1 i=1

Furthermore, probability intervals should also satisfy the two
conditions of reachability [18]. If the credal set is defined



with probability intervals [p.,p;], for ¢ = 1,...,[Op], then
the reachability conditions are:
> p,+Pi <1 and Y B +p =1, )

J#i J#
for ¢ = 1,...,|©p|. According to Walley [10, Sec.2.7],
probability intervals which satisfy (3) and (4) are coherent. We
will only consider credal sets defined by (2), with probability
intervals that satisfy (3) and (4). Credal sets represent an
epistemic generalisation of valuations specified by PMFs in
probabilistic valuation networks.

Combination operator. Suppose two beliefs from inde-
pendent sources are expressed on domain D as credal sets
KP € ®p and KP € ®p. The credal set of the combined
(fused) belief on D, i.e.

KD =KP ® Ky, ©)
can be expressed in the from (2):

KD ={pePP tp, <p(x;) <p;, fori=1,...,[0pl},
(6)
where the lower probability of configuration z; € Op is
defined as [5]:

o . p1(wi)pa(z:)
p.= = min .
- P1EKD; preKY > pi(xg)p2(z))

st 2ajeop P1(@i)p2(z)>0 z;€OD

)

Eq. (7) minimises the normalised point-wise multiplication of
PMFs p; and p, over all p; € KP and p, € KP, such that
p1 and po are not in total conflict. It is easy to verify that if
credal sets K and K are singletons (i.e. two PMFs), then (7)
reduce to the combination rule as a point-wise multiplication
with normalisation, as in the probabilistic valuation networks
[3].

The upper probability of configuration z; € Op, i.e.
D;, 1s defined similarly, with minimisation in (7) replaced
by maximisation. Further theoretical details as well as an
explanation for practical computations, can be found in [5].

III. CREDAL VALUATION NETWORK FOR THREAT
ASSESSMENT

According to the JDL data fusion panel [20], threat as-
sessment is a higher-level fusion function which projects the
current situation (on the battlefield) to the future and in com-
bination with the adversary doctrine and objectives, predicts
the risks and consequences. Threat models are typically based
on the classic “opportunity-capability-intent” paradigm [21].
Various threat models have been proposed in the literature,
either in the form of a Bayesian network [22]-[25] or an
evidential network [8], [26].

A. A valuation-based graphical model of threat

We consider a threat model whose graphical representation
is shown in Fig. 1. This is a single-target model in the context
of air surveillance, resembling the model in [8]. There are 11
variables and 12 valuations. The set of decision variables is

a singleton D° = {T}. A complete list of variables and their
frames are given in Table I. Note that all variables, except P,
are binary, that is taking values as either false (0) or true (1).
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Fig. 1. Valuation network representing the threat model

TABLE I
Variables of the valuation network in Fig. 1

Variable ~ Name Frame
T Threat {0,1}
C Capability {0,1}
H Hostile intent {0,1}
I Imminence {0,1}
w Weapons {0,1}
P Platform {0,1,2,3,4,5}
F Foe {0,1}
B Behaviour {0,1}
M Attacking maneuver  {0,1}
R Illuminating radar {0,1}
J Deceptive jamming {0, 1}

Valuations can be categorised into those which codify the
domain-knowledge and those which describe observations
(inputs). Domain-knowledge valuations are @1, @2, ¥3, V4,
5, pg. Their specification is given in Table II. Threat T is
specified by conjunction of capability C and hostile intent H.
Note that threat was defined in [8] as a superposition of C
and H. Superposition is not used here because it increases the
frame size of variable T and consequently the computational
load. The rationale for using superposition was that it gives
a scale of the levels of threat. However, we can express the
level of threat even when T is binary by the level of belief
mass assigned to true (1) or false (0). Similarly, capability is
conjunction of imminence I and target weapons W. Hostile
intent H is specified by disjunction of threatening behaviour
B and the fact that the target is hostile (or foe F). Similarly,
behaviour B is a disjunction of the observation that the
target has performed an attacking manoeuvre M, turned-on its
illuminating radar (to direct its weapon) and applied deceptive



jamming to hide its position. Valuations ¢4 and 5 are defined
by conditional probability tables (CPTs). The CPT for (4
contains probabilities Pr{W = 1|P = i}, for i = 0,1,...,5.
Due to normalisation, Pr{W = 0|P = i} = 1 — Pr{W =
1P = i}, for ¢ = 0,1,...,5. Similarly, the CPT for 5
contains probabilities Pr{F = 1|P =i}, for i =0, 1,...,5.

TABLE II
Domain-knowledge valuations in Fig. 1

Valuation ~ Specfication Confidence
©1 T=CAH al

©2 C=1IAW a2

p3 H=FVB a3

P4 CPT

©s5 CPT

©6 B=MVRVI] g

Fig. 2 shows the BJT constructed for the valuation network
in Fig. 1, using the following elimination sequence: M, R,
J, P, B, I, F W, H, C. The nodes in the BJT are labelled
by integer numbers from 1 to 11. The leaves of the tree (the
nodes labelled from 1 to 12) represent the original valuations
©1,.-.,p12. The remaining nodes in the BJT represent the
intermediate steps of the fusion algorithm; as such they specify
the order in which the valuations must be pairwise combined in
order to calculate the valuation for the variable T. The vertical
labels next to the nodes of the BJT denote the domains (the
subsets of variables) of the nodes.

B. Credal set representations

Valuations are expressed as credal sets. This section briefly
explains a practical computer implementation of such a rep-
resentation.

Consider first a simple input valuation, such as 7. This
valuation expresses our belief about imminence of an attack,
using for example the measurements of target range and range-
rate. Suppose the confidence in an imminent attack is as.
Table III shows the computer representation of such a (simple)
valuation, for two cases: (1) when a7 is a precise value
(probability); (2) when «; is specified by a probability interval,
ie. ay € [Q7,a7}.

TABLE III
Computer representation of a simple valuation, such as p7

variable I prob. prob. interval
0 1—ar [T-ar71—a;]
1 ar [Qw 57}

Valuations ¢;1 and ¢9 are specified by the logical AND
operation. Consider for example 1, defined in Table II. Table
IV lists its configurations and assigned probability masses
(precise and interval valued). There are four configurations
(number 1, 3, 5 and 8) which satisfy the logical AND operation
T = C A H. The probability mass «; is equally distributed
among them, and thus they are allocated probability mass

a1 /4. The remaining (1 — «q) is equally distributed across
the other four configurations (i.e. 2, 4, 6 and 7). If confidence

aq is specified by a probability interval, i.e. a1 € [ay,as],
then the corresponding probability mass intervals assigned to
the configurations of ©7 ¢ g are given in the sixth column of
Table IV.

TABLE IV
Computer representation of AND valuation 1

Config. T C H prob. prob. interval
1 0 0 O a1/4 [on /4, a1 /4]
2 1 0 0 (l1-o1)/4 [l1—ai/4,1—ai/4]
3 0 1 0 o1/4 [a1/4, a1 /4]
A0 1 0 (l—a)/4 [—ar/Al—an/d]
5 0 0 1 a1/4 [o /4, a1 /4]
6 1 0 1 (1-o1)/4 [1—ai/4,1—ai/4]
7 0 1 1 (1-a1)/4 [1-01/4,1—a1/4]
8 1 1 1 ay /4 [ag /4, a1 /4]

Similarly, we represent valuations ¢3 and g by the logical
OR operation. Details are omitted, but can be worked out
easily from the explanation of the logical AND. Finally,
valuations ¢4 and @5 consist of 12 configurations of pairs
(P,W) and (P,F), respectively, The probability masses, as
precise and interval values, for ¢4 and 5 will be given in
the next section.

IV. ELICITING AND ESTIMATING PROBABILITY INTERVALS

In the previous sections, we explored probabilistic inference
in credal valuation networks focusing on valuations expressed
as probability intervals. Now, we will delve into eliciting
probability intervals from experts and learning them from data.

Eliciting credal sets as probability intervals from human
experts is straightforward by using pairwise judgments. For
example, consider the binary variable ‘imminence of an attack’
which can be True (T) or False (F). Stating that “probability
of imminence being true is greater or equal than probability
of being false” directly translates into pr > pr = (1 — pr)
leading to the probability interval py € [0.5,1].

When human experts are not available, one can learn proba-
bility intervals (credal sets) from data. In this case, probability
intervals can arise from two main sources: (1) a lack of
knowledge about the probabilistic model generating the data
and (2) uncertainty in the parameters of the probabilistic model
we use for learning from data. This area has been extensively
studied in robust statistics [10], [27]-[31]. In this paper the
focus is on estimating probability intervals for discrete binary
variables. Consider again variable ‘imminence’ I € {0,1}. Our
goal is to learn p(I = 1) = 6 and p(I = 0) = 1 — 6 from
observations of the variable I. For instance, let the sequence
of observations be Z = {1,1,1,0,0}. This sequence could
be, for example, the output of a signal processing unit which
computes in real-time the measured target range-rate divided
by its range, and compares it with a certain threshold. By
denoting with n the number of observed ones in Z (i.e. n =3
in our case) and by N the length of the sequence Z, the
likelihood is:

P(Z|0) = "(1 - 0)"",
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Fig. 2. BJT constructed for the valuation network in Fig. 1

assuming independence in the sequence of observations. In
order to estimate the posterior distribution of 6 (via Bayes’
rule), we assume as prior the standard Beta distribution

p(a) T'(s) 051&71(1 _

~ TGOT(s(1-1)

where s > 0 and ¢ € (0,1) are its parameters and I'(-) is the
Gamma function. The parameter ¢ is the mean of 6, E[f] = t,
and s is called sample-size parameter. This is the so-called
mean and sample size parametrisation of the Beta distribution.

In case of lack of prior information, an issue in Bayesian
analysis is how to choose these parameters to reflect this con-
dition of prior ignorance. To address this issue, Walley in [10]
proposed the so-called Imprecise Beta model (IBM)," which
considers as prior the set of all possible Beta distributions:

p(0) € { sty 0 (1= 000" s e (0,1)],

where s is usually selected in order to guarantee some desir-
able (asymptotic) properties [10], [33]. The posterior is still
an IBM with

p(0|Z)

T'(N+s)
T'(n+st)I'(s(1—t)+N—n

te (0,1)}.

'The Imprecise Dirichlet model can be applied in the case of a variable
with more than two possible outcomes [10], [32].

9)5(177&)71’

)0n+st71(1 _ Q)anJrs(lft)fl .

The posterior mean of 6 is a probability interval [10]:

n n-+s
N+5s' N+s

E|9|1Z] € [ ®)
Wen s = 1, this interval agrees with those derived in [34], [35]
using a different method. Going back to our initial example
with Z = {1,1,1,0,0}, and adopting s = 1, we have that

14
E0|Z -, =
o1z < |55
and E[l — 6|Z] € [Z, }]. Parameter s controls the extent of
the interval.

V. ONGOING THREAT ASSESSMENT RESULTS

The developed credal and probabilistic valuation networks
received the sequence of (uncertain) input information pre-
sented in Table V, with the value of § = 0.001. In the
absence of any input information, ¢7,...,®11 are set to the
uniform distribution. Furthermore, confidence for ¢, and o
was set to 1 (precise value) and a; € [1 — A, 1] with
A = 0.005 (interval value). Confidence for @3 and g
was set to 0.95 (precise value) and [0.95 — A,0.95 + A]
(interval value). Finally, the PMF for CPT representing ¢4 was
set to py = [0.01,0.99,0,1,0,1,1,0,0.8,0.2,0.99,0.01] /6 in
the probabilistic VN. For the corresponding credal VN, the
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Fig. 3. A bar plot of threat level over time: (a) the probabilistic VN with
precise PMFs (pink colour); (b) credal VN using probability intervals (yellow
bars represent lower probabilities, green bars represent upper probabilities.).

lower and upper probability limits are specified as [ps —
0,p4 + 6]. The PMF for CPT representing ¢s was set to
ps =1[0,1,1,0,1,0,0.05,0.95,0.05,0.95,1,0]/6 in the prob-
abilistic VN. For the corresponding credal VN, the lower and
upper probability limits are specified as [ps — d, p5 + J].

Elicitation of ¢7; was explained in Sec. IV. The rate of
input sequence of obseravations Z = {z1,...,25} is much
higher than the rate of updates of the valuation network.
Hence, we consider the input sequence in a sliding window of
length 9, moving by 5 steps ahead. Thus at {; we use subse-
quence {z1, .. .., 29} in computation of the probability
interval (8), while at to we use {zg,...,210,...,214}, €tC.
The actual input sequence of observations is: Z = {0,0,0,
0,0,0,0,0,1,1,1,1,1,1,1,1,1,1,1, 1,0,0,0,0,0,0,0,0,1}.
Thus we obtain the values for 7 in Table V. Both probability
(4th column) and probability interval (5th column) of 7 were
calculated using (8); the only difference is that for probability
we use s = 0, while probability interval, s = 0.2. The choice
of a value for s can be based on asymptotic properties of the
resulting estimator as discussed in [33].

<y 25y -

TABLE V
Sequence of input data for threat assessment

time valuation info  prob. prob. interval
t1 w7 I=1 0.11 [0.11,0.13]
to P9 M=l  0.99 [0.99 — 4,0.99 + 9]
p7 I=1 0.67 [0.65,0.67]
t3 w7 I=1 1.00 [0.98,1.00]
ta P8 P=1 0.9 [0.9—-146,0.9+ 4]
ts o7 I=1 0.56 [0.54,0.57]
te w7 I=1 0.11 [0.11,0.13]

Fig. 3 shows the results produced by the two valuation
networks: the credal VN for probability intervals and the
probabilistic VN for precise PMFs. The ordinate in the graph
of Fig. 3 represents the probability that T= 1, and can be
interpreted as the level of threat. The yellow and green bars

in Fig. 3 represent the output of the credal VN, indicating
the lower probability (yellow) and the probability interval
(green) of threat. This interval is a consequence of epistemic
uncertainty in modeling domain knowledge and the input data.
The output of the probabilistic VN is shown as a precise
probability with pink bars. We observe the following. The
threat probability intervals always contain the true probability
values. Initially, at time ¢y = 0 (before any data is received),
the threat level is low, but non-zero, because of the “unknown”
factor. At t;, when according to Table V, the imminence is
low, although we know nothing about the hostile intent, the
probability of threat falls bellow 0.1. However, at ¢35, 3 and
ty4, it grows because the input information indicates that the
target has a hostile intent and that it carries (lethal) weapons.
Then at ¢5 and g, as a result of a decrease in the probability of
imminence, the probability of threat reduces to lower levels.

VI. SUMMARY

The paper developed and demonstrated a credal valuation

network for ongoing assessment of threat under epistemic
uncertainty. The threat model was developed for a single target

using the classical capability-intent paradigm in the context
of air surveillance. The model is fairly general and can be
easily adapted to other similar applications. Numerical results
indicate reliable performance in the presence of epistemic
uncertainty, characterising both the knowledge-base and input
observations. Further work will develop a threat model for
more realistic situations with multiple appearing/disappearing
targets.
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